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Creation:

August/1996: CGI.br publishes a report with a proposed model for 
incident management for the country1

June/1997: CGI.br creates CERT.br (at that time called NBSO – NIC BR 
Security Office) based on the report’s recommendations2

1 https://cert.br/sobre/estudo-cgibr-1996.html |  2 https://nic.br/pagina/gts/157

https://cert.br/about/
https://cert.br/sobre/filiacoes/

https://cert.br/about/rfc2350/

Affiliations and Partnerships:

Mission

To increase the level of security and incident 
handling capacity of the networks connected 
to the Internet in Brazil.

Constituency

Any network that uses Internet Resources 
allocated by NIC.br
- IP addresses or ASNs allocated to Brazil
- domains under the ccTLD .br

Governance

Maintained by NIC.br – The National Internet 
Registry (NIR)

- all activities are funded by .br domain registration

NIC.br is the executive branch of CGI.br –
The Brazilian Internet Steering Committee

- a multistakeholder organization

- with the purpose of coordinating and integrating 
all Internet service initiatives in Brazil

TLP:CLEAR

https://cert.br/sobre/estudo-cgibr-1996.html
https://nic.br/pagina/gts/157
https://cert.br/about/
https://cert.br/sobre/filiacoes/
https://cert.br/about/rfc2350/


Information Sharing for
Situational Awareness

Honeypots & 

Threat Feeds

Notifications to 

Autonomous Systems
Public Statistics
https://stats.cert.br/

Sharing of Indicators 
through MISP

https://cert.br/misp/

Incident 

Reports

https://stats.cert.br/
https://cert.br/misp/


Training and Fostering Cooperation and Creation of CSIRTs

Objective
- Create/bring together CSIRTs in Brazil

- Have professionals prepared to solve security problems in the country 

Incident Management Training

Provide the CERT® Division courses, SEI/Carnegie Mellon, since 2003:

- https://cursos.cert.br/

- 110 classes, reaching 2868 professionals from different sectors

Brazilian CSIRTs Forum (Fórum Brasileiro de CSIRTs)
- Annual event for Incident Handling professionals

- Workshops on specific subjects

- https://forum.cert.br/

Promote the adoption of MISP for threat information sharing
- https://cert.br/misp/

https://cursos.cert.br/
https://forum.cert.br/
https://cert.br/misp/


Awareness 

Materials 

Created by 

CERT.br

TLP:CLEAR



End User Security Materials:
Freely Available – Creative Commons License

Portuguese
https://cartilha.cert.br/

Spanish Translation
https://cartilla.cert.br/

TLP:CLEAR

https://cartilha.cert.br/
https://cartilla.cert.br/


Kids and Parents’ Material:
Safe on the Internet Guides

Portuguese: https://internetsegura.br/criancas/ 

2023 – Spanish translation

https://cartilla.cert.br/ninos-ninas/

Freely Available

Creative Commons License

2024 – Translated to Estonian

- NCSC-EE
https://www.ria.ee/uudised/valmis-said-turvalise-interneti-juhendmaterjalid-lastele-ja-
lapsevanematele

2019 – Translated to Finish

- NCSC-FI / TRAFICOM
https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/turvallisesti-netissa-oppaat-
lapsille-ja-vanhemmille 

TLP:CLEAR

https://internetsegura.br/criancas/
https://cartilla.cert.br/ninos-ninas/
https://www.ria.ee/uudised/valmis-said-turvalise-interneti-juhendmaterjalid-lastele-ja-lapsevanematele
https://www.ria.ee/uudised/valmis-said-turvalise-interneti-juhendmaterjalid-lastele-ja-lapsevanematele


TLP:CLEAR



Kids Material:
3D Paper Characters

Released in 2020

Can be printed at home

Good Guys:

- Antivirus

- Authentication

- Backup

- Firewall

Bad Guys:

- Spyware

- Trojan

- Vírus

- Zombie

TLP:CLEAR



https://cert.br/

Thank You!

@certbrIncident reports to: cert@cert.br

jessen@cert.br
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